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26 | ETREHRRIEE: RBAC
BREA: KE  14'02" | 6.44M
197, HEKERE. SKENMRSENTER: ETHENBPRIESIZ RBAC,

TERTENXNES, KEELNRHET RS Kubernetes ABIIRHENIS:, LRI RAEHISEHE
TUHOSEHREE. LAk, BREIAT T BENX APl BiRZEEANEHIZRAIRS 5.

XEH®, (RAIBEEAEH TXHE—MEL: EHEENEERFEREAER, HEFERCE—
MmHEISRIE?

BRINRETLN. mMB, XA =E Kubernetes B&RERS RIS,

B, EEBMARBIFIAIIEERE, Kubernetes AERRHETSR, REMEI=SHEMEE
K. B, RETFFNER[UCTIE, HEEXRFRIT—1ECHRIRISR, SLIE CRYEHIRRER
e

MfE Kubernetes INEE, FHAITTUEFHENGRTHRXLETIE, MaeAiE B e —T
3.
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NE, FEBEE— MR, 1 Kubernetes EBFTIEFIR(E APl 395, BRAFLMNRA T E—
MEREEZERIAIR: RBAC,

FAIxNE, Kubernetes HHRTBRY APl X35, #BRTFE Etcd BB, BJR, XIXLE APl XI5RAVE
e, F—EE2@DIE kube-apiserver LI, HEF— M EEEENRRE, RE2RE
APIServer KEBI{REUISI TIE,

M7E Kubernetes INH ™, AE5eIEM (Authorization) T{EEONEI, F2E RBAC: EFfH
EaYiGalE%] (Role-Based Access Control)

WNEBR{REEEE Kubernetes TIEH$%TF RBAC BISRSHNE, oJacLrimiEESZy, (BsCkR
I, Z2)RARLXL RBAC ATE, BEERBRNER,

MEXE, BREE(REEEH=7"F2EXRI,
1. Role: s, BHSLE—AMN, TN T—EHYT Kubernetes API XJSAIR{ERNIR,

2. Subject: #AEAE, BALE "A" , BAlLAZ "HN88" , BALUE(RE Kubernetes B2
EXH "R .

3. RoleBinding: X7 "#{EAE" # "AE" HIFPEXRR.
MX="MES, HIHEE RBAC (RRAIMOATE,
FITFKIHAE—T Role,
SCfRE, Role ABFHIE— Kubernetes f9 API 335, XA TFFR:

R AR

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:
namespace: mynamespace
name: example-role
rules:
- apiGroups: [""]
resources: ["pods"]

verbs: ["get", "watch", "list"]

Bit, X1 Role WSRIETE T ©Re~4(FFRY Namepace Z: mynamespace,

Namespace 2 Kubernetes BB —MEEEERL, AR Namespace B API 395, £
B kubect! apSHITIERAERIATR, EREBREITAY.

tban, kubectl get pods -n mynamespace,
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1R, XUPRFIBIELR "[RE" , Namespace F AR AILIRHIIREaE S 4E
MERENXEFARINAZEHGIFE, FELEIEE Namespace, FFLEFEFERIZEEIA

Namespace: default,

W, 1X1™ Role XI5 rules FER, MEREFIENXRISEEIIN, F EEEFIFE, XY
BXEE: oF "WIERAE" . X mynamespace FHEHAY Pod 335, #17 GET, WATCH #[0
LIST #4E.

A, XTMEAR "HIEAE" XEWEEER? XHEEEL RoleBinding SRLI Y.
249X, RoleBinding A5 tHE— Kubernetes fY APl 335, BRIENXIN TFR:

R AR

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: example-rolebinding
namespace: mynamespace
subjects:
- kind: User
name: example-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: Role
name: example-role

apiGroup: rbac.authorization.k8s.io

BILIEZ, X4 RoleBinding JWEEENT— subjects FE&, B) "#{EAE" . BHEEEE
User, B Kubernetes BRI, XMAFPRBZFE example-user,

A2, & Kubernetes /1, HILHIZFE—NU/E “User” BY APl X35, R, BAIERIEFIER
Z(EMA Kubernetes BIRIEE, BEAEZE User, ;2G0T User,

XA User ZEREMNBRESRAINE?

LR, Kubernetes BAy “User” , BEiE "FAF" . RE—ENEABHZEME. ©F

FEREIINEBAIERSS, Lhal Keystone, SRiZft, 2&, (REBATLIERES APIServer fEE—1NH

FA&. B3, FP4 Kubernetes BSINZRSE, FBEIBEMNXMNIGRIREIINAY "R 7.
LR, ERSEFANERIERNEF, BIIRE(ER Kubernetes IRHIINE "AF" | FLER
7. XESENR, HEEDS LESHE

BTk, BIIS2EZ— roleRef FE., IERBIXMFER, RoleBinding WEmial L EEE
HR2=F, R5|BABENIBIEEXA] Role X5 (example-role) , NMIENXT "HBAERE
(Subject) " 1 "2 (Role) " ZAMHEXZR.
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EEERIERENIE, Role # RoleBinding Y9582 Namespaced %35 (Namespaced

Object) , EIRMURABREFINYNAEEIE 2 Namespace AR, roleRef t1RAEE |
B Namespace A3 Role X%z,

B4, XFFIE Namespaced (Non-namespaced) %35 (Ek#l: Node) , #&#&, F—
Role ZBE{EFRTFATEH Namespace BIRHE, BRI IZAMTEMIZAE?

XEHiE, BefilmtwnE #ER ClusterRole 0 ClusterRoleBinding IXEMNMAES Y. XA APl 3
SHIFAIAER Role #1 RoleBinding Se2—#f, RIAE, BIIRIENXE, &B T Namespace =
B, WIRF:

e N
kind: ClusterRole SLARACES
apiVersion: rbac.authorization.k8s.io/v1l
metadata:

name: example-clusterrole
rules:
- apiGroups: [""]

resources: ["pods"]

verbs: ["get", "watch", "list"]

B & AR

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: example-clusterrolebinding
subjects:
- kind: User

name: example-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: example-clusterrole

apiGroup: rbac.authorization.k8s.io

FERIFIFEERI ClusterRole #1 ClusterRoleBinding F94HE, ERERNY example-user BIF
P, #BEXIFE Namespace B Pod #1T GET. WATCH # LIST #2{FRISUR.

Ei—ith, £ Role 8#& ClusterRole BB, WREMFFF example-user FiAIIR, BBIR
M LIS EISE— verbs FEBLE, WTFFR:

LK

verbs: ["get", "list", "watch", "create", "update", "patch", "delete"]

XLETE R AT Kubernetes (v1.11) E8EIEXT AP XIS TRIFREIRIE Y.
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ZIEY, Role WM rules FERBATLUA—ZK, tball, (RATLARERIE—NEARIISIH
ITRRIRE, SNTA:

B & il i

rules:

- apiGroups: [""]
resources: ["configmaps"]
resourceNames: ["my-config"]

verbs: ["get"]

XM FiRD, XEMUAY "#IERE" . IR "my-config” B9 ConfigMap M5, B
H1T GET BEIER,

MIEANFRBIEN BT, EASEENR, BAIESLEAKNGER "BAFP" XA IheE, mEEEER
Kubernetes BBfy "WERAF" .

X H Kubernetes REREERN "WERF" | EER(IAIHEEREINIZHY:
ServiceAccount,

ETE, HEI—NERRILFISEARHE—T /9 ServiceAccount S EPRANIFE,
B, BITBEN— ServiceAccount, B AP WEIEE&EE, W TFIx:

R AR

apiVersion: v1
kind: ServiceAccount
metadata:

namespace: mynamespace

name: example-sa

BJLAEER, — 1 &EEAY ServiceAccount JIHRRFEE Name F1 Namespace XM EREARRY
?Eﬁo

RE, BllEE%RE RoleBinding A9 YAML 34, K 1XA™ ServiceAccount 3 ECHNR :

B & 5t h
kind: RoleBinding L]

apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: example-rolebinding
namespace: mynamespace
subjects:
- kind: ServiceAccount
name: example-sa
namespace: mynamespace
roleRef:
kind: Role
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name: example-role

apiGroup: rbac.authorization.k8s.io

BJLAEE, 751X/ RoleBinding XS E, subjects FERRIEAY (kind) , FEBE— User,
MmE—N&0 example-sa B ServiceAccount, [ roleRef 3|FEHY Role %952, #kFA&NY
example-role, EHMEREXRBENXE—FIAENAY Role W%,

®E, (A kubectl G EBX=TRI%R:

E ke
$ kubectl create -f svc-account.yaml & R
$ kubectl create -f role-binding.yaml
$ kubectl create -f role.yaml
e, FAIREEZ—TIXA ServiceAccount FIIFEAER:
B =0

$ kubectl get sa -n mynamespace -o yaml
- apiVersion: vi1
kind: ServiceAccount
metadata:
creationTimestamp: 2018-09-08T12:59:17Z
name: example-sa
namespace: mynamespace

resourceVersion: "409327"

secrets:

- name: example-sa-token-vmfg6

TLIEZR], Kubernetes &%
A& ServiceAcount TEX BB FEHAY secrets FEX,

N Secret, FLEIXA™ ServiceAccount XIRAY, FASKER APIServer BT3B,
1|]—E§$7T\ B9 Token, Token MHHIABT—REBIEPHEZRS, ©BLA— Secret IWRHA
{RF/E Etcd H,

XEHE, FFRY Pod, BeJLARBR{ERX ServiceAccount 7, ELINITENIXMANF:

. . 8 E i
apiVersion: vl
kind: Pod
metadata:

namespace: mynamespace
name: sa-token-test
spec:
containers:

- name: nginx
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image: nginx:1.7.9

serviceAccountName: example-sa

EIXMIIFE, FKENT Pod E(ERARIEERIAY ServiceAccount IEF2Z: example-sa,

X Pod iz1TiEsk G, BAISMAILABZ, 1% ServiceAccount 9 token, thEtE—1
Secret X2, # Kubernetes BahiE#ZE T HEEH
/var/run/secrets/kubernetes.io/serviceaccount BRE T, W F~:

& S
$ kubectl describe pod sa-token-test -n mynamespace
Name: sa-token-test
Namespace: mynamespace
Containers:
nginx:
Mounts:

/var/run/secrets/kubernetes.io/serviceaccount from example-sa-token-vmfgé (ro)

XAHE, FAITLUEED kubect! exec EEZIIXNNBRERISE:

81 & il

$ kubectl exec -it sa-token-test -n mynamespace -- /bin/bash
root@sa-token-test:/# 1s /var/run/secrets/kubernetes.io/serviceaccount

ca.crt namespace token

N_EF7R, BeSERHNA, BAILAERXAS ca.crt Ki5(8) APIServer 7, EEENRZ, T
Heetgf GET, WATCH #0 LIST #{E. &EJ3 example-sa iXA4* ServiceAccount FINR, 2%&
WFAI4PE T Role T PR,

HAh, FES 15 BXE GRNFT Pod W5 (Z) : (EREEN) PEZRIY, MR-
Pod ;& B7HH serviceAccountName, Kubernetes &BzhEEHI Namespace TEIE—N
Y default BYEKIA ServiceAccount, AR ECLAIXA Pod,

BEXMERT, XPEAIA ServiceAccount FigB XEKE A Role, BHLEiR, HSTEEIHIA
APIServer E’\Jé@jc’z‘?éﬂillﬁ AR, IXMBIAIRFEER Token, IXE2AIA ServiceAccount X35
A9 Secret WA, W=

$kubectl describe sa default SR
Name: default
Namespace: default
Labels: <none>
Annotations: <none>

Image pull secrets: <none>
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Mountable secrets: default-token-s8rbq
Tokens: default-token-s8rbq

Events: <none>
$ kubectl get secret
NAME TYPE DATA AGE

kubernetes.io/service-account-token 3 82d

$ kubectl describe secret default-token-s8rbq

Name: default-token-s8rbq
Namespace: default
Labels: <none>

Annotations: kubernetes.io/service-account.name=default
kubernetes.io/service-account.uid=ffcb12b2-917f-11e8-abde-42010aa80002

Type: kubernetes.io/service-account-token

Data

ca.crt: 1025 bytes
namespace: 7 bytes
token: <TOKEN #i#iz >

BLIEZI, Kubernetes £BEIHERIA ServiceAccount SIEHEIE— NI Secret: BRI
BB kubernetes.io/service-account-token; EBHJ Annotation =%, =BT
kubernetes.io/service-account.name=default, BlXA Secret £IRE—

Namespace &0 default B9 ServiceAccount #H1T4BzE.

FrLA, E&EF=IMESH, FBZBRIRARE Namespace THIEAIA ServiceAccount, ZBE—1
RISENPRAY Role, XPMNEMREAM, #MAEERBEIRT

BRTRUEERERY "AFP"  (User) , Kubernetes i8H& "FF4E" (Group) BIEE, tHtE
—8 """ EE, MR{RH Kubernetes BoE THMBAIERSANE, X4 "HFAE" B9ES
MEEIMERAMEIRSS IR,

mX$F Kubernetes IAE "FF" ServiceAccount 3Rii, iR "FAFHE" BOESEEEE
Fa.

SCfR_E, — ServiceAccount, £ Kubernetes BXNEY "HF" HB=FRE

system:serviceaccount:<ServiceAccount %% > 9 AL
MEMNARE "BARAR" 1I8F, HE:
B & i
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system:serviceaccounts:<Namespace %7 >

XXM KR, BIR—EEFIC,
tean, MAEFKATILATE RoleBinding BB AN TRY subjects:

B & A5

subjects:
- kind: Group
name: system:serviceaccounts:mynamespace

apiGroup: rbac.authorization.k8s.io

XFEREIXA Role FISPEMN, YEFBTF mynamespace EBfYFFAE ServiceAccount, iX&iF
2T "AHPA" 1R,

N EX M+
. B S HA
subjects:
- kind: Group

name: system:serviceaccounts

apiGroup: rbac.authorization.k8s.io

MEKREIXA Role BIBPRFMN, {ERTFENRFZERIFTE ServiceAccount,

&=, [B5—1EAZ, & Kubernetes FEZRE TRSMHAERFAIRER ClusterRole, EfIHY
B=FEBLA system: FFL, (REJLAEIT kubectl get clusterroles EEZIEA].

—p%SiR, XL S ClusterRole, E4B5ELS Kubernetes 2GR4T ServiceAccount {&
FARY.

tban, Ef— A0 system:kube-scheduler g ClusterRole, ENXANEFNZ kube-
scheduler (Kubernetes FUEEESAM) EITATBRENIVENIR, RAILUBTII NMESEERIX
LERPRAYSIZR

B 2 A

$ kubectl describe clusterrole system:kube-scheduler =

Name: system:kube-scheduler

PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
services [] [] [get list watch]
replicasets.apps [1] [1] [get list watch]
statefulsets.apps [] [] [get 1list watch]
replicasets.extensions [] [] [get list watch]
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poddisruptionbudgets.policy [] [] [get 1list watch]
pods/status [] [] [patch update]

XA system:kube-scheduler B ClusterRole, Fi&#H48ELS kube-system Namesapce T3
Y kube-scheduler A9 ServiceAccount, BI1EE Kubernetes JEE2AY Pod F=HEB{EFERY
ServiceAccount,

BRIEZSP, Kubernetes IRR{ML 7 PUMNFISEE N IFAY ClusterRole SEtFEFER(ER:
1. cluster-amdin;
2. admin;
3. edit;

4. view,

BEEMINEE, RAMIZEEABUBHTENIERENX THLASR, tban, XA view By
ClusterRole, FiHlE T #HAEFAE RAB Kubernetes APl B9 R EERR,

MERAERE/RIYE, EEIXA cluster-amdin B8, XNAIEE Kubernetes B Y5
SRR (verbs=*) , WITF7R:

B = HIS
$ kubectl describe clusterrole cluster-admin -n kube-system & AR
Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults

Annotations: rbac.authorization.kubernetes.io/autoupdate=true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

FrLA, iBfRBEEET/IVOMEER cluster-amdin,

R

ESRXBYES, HEEARAE T ETRBRIAEREESR (RBAC) .

HL, (RIECEREBIEMRE, FMBEAE (Role) , HXHME—HEMIRMNZIZR, MmEAIDEIX
ERPRAYST0, MBI EIE RoleBinding X5, BHEAE (subject) FIRBRFIZREITHE
TE.
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54, 5Z33MAY ClusterRole #1 ClusterRoleBinding, MIE Kubernetes SEE£4%5IAY Role
#1 RoleBinding, BfiIAERSEEARS Namespace fR.

MRENRIIERETTIEREZH (tkan, User, Group &) , BERKIFENFERS, &
EBHIAEARE ServiceAccount, FrLA, Role + RoleBinding + ServiceAccount FIfR R EC
HFHRPEERERENNS. HIEEARSHILTESHEGHNINE, SfSERZIXMES.

BEH

Bial, WfEFrE Namespace THIEAIA ServiceAccount (default ServiceAccount) , 4B%E
— N RIEHPRAY Role B? i5{R42(H ClusterRoleBinding (8% RoleBinding) 9 YAML X
.

ROHRAMZT, WIBRETEES, DD ZEESHIRR R,

WRARAREZFRSRE, REVFRI G

S8
BILES
‘ kylegian 0
Fg e LLEIT RoleBindingZXE4fEClusterRole, XHEEEHEEENENIR, BERBIRE
Frf@namespaced, FFH&RIXHE.
2018-10-22
Geek zz 0
rbac #token2 B ABKZRAIE
2018-10-22
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kind: ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: readonly-all-default

subjects:

- kind: User

name: system.serviceaccount.default
roleRef:

kind: ClusterRole

name: view

apiGroup: rbac.authorization.k8s.io
2018-10-22
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